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1 Quick Start

This guide offers an overview of how Export Controls and License Management can be configured to reflect
the rules and regulations of Chinese law. What we'll cover:

. Information on the new Chinese export control law
e  Step-by-step instructions

o  Special instructions for using Export Controls with the AEB plug-in for SAP® and with Product
Classification

Would you prefer for us to set this up for you in your Export Controls solution? We are happy to help. Just
contact AEB Services to request a quote.

2 New Chinese Export Controls

2> For all the latest information and a brief overview of what China has announced about its new export

control regulations, please visit the special China page on the AEB website: https://www.aeb.com/intl-

en/china-trade-compliance/regulation-law.php.

> The following overview of Chinese export control law is intended only as an example. At the time of
writing (end of November 2020), it is not yet known which countries will be subject to embargo and
what the precise export control list numbers will be.

Below, we describe how to reflect the provisions of the law in the software, assuming there will be a new
export control list with special export control numbers similar to the dual-use numbers in the EU or US
laws.


https://www.aeb.com/intl-en/contact/product/services.php
https://www.aeb.com/intl-en/china-trade-compliance/regulation-law.php
https://www.aeb.com/intl-en/china-trade-compliance/regulation-law.php

3 Step-by-Step Instructions for Export Controls

In this section, you'll learn how to define export control numbers as a goods attribute and goods list, and how
to set up the licensing requirement for these goods when exported from China.

It's also possible to define embargoes or restrictions based on critical end-use.

Export Controls offers you extensible master data and a rulebase to define bans and restrictions for countries
or jurisdictions for which AEB does not offer a data service.

Overview

How to define a new jurisdiction:

2> First check the Requirements: see page 2

1. Defining new jurisdictions: see page 3

2. Defining new personalized goods lists: see page 4

3. Defining new goods attributes for export control numbers (Chinese export control number, etc.): see

page 5

4. Defining manual restrictions for license requirements for exports from China (to define the rulebase for

what is banned or subject to a license, and when): see page 5
5. Adding the Chinese jurisdiction to the compliance profile: see page 9
6. Testing the configuration in the quick check: see page 10
How-to videos

Guidance on defining new jurisdictions and manual restrictions Chere for another jurisdiction, however) is also

available in the following how-to videos:

1. How to find compliance master data: https://youtu.be/fKXxkyBLNc8

2. How to use master data for the quick check: https://youtube/CoTdw12VJv8

3. How to create manual restrictions: https://youtu.be/3L4mle2RHy0O

4. How to manage licenses: https://youtu.be/DpZGkLgEpzA

5. How to approve transactions requiring a license: https://youtu.be/ye5nFL70quO

3.2 Requirements

You'll need the right to edit the master data and compliance profiles in Export Controls.

> This requires the roles EC master data maintenance (I_EC_DATA_ADMINISTRATION) and Compliance
administrator (I_COMPLIANCEADMIND).


https://youtu.be/fKXxkyBLNc8
https://youtu.be/CoTdw12VJv8
https://youtu.be/3L4mIe2RHy0
https://youtu.be/DpZGkLgEpzA
https://youtu.be/ye5nFL70qu0

3.3 Defining new jurisdictions

1. Go to Master data - Compliance - Jurisdictions.
2. Click the New button.
3. Onthe Basic data sheet, fill in the ID and Name fields.

a) Click the globe icon to enter the name in both English and German.

Jurisdiction - Jurisdiction X
Name Language
CHINA DE v |German
CHINA EM | English

4. Click the Save and close button to save the jurisdiction. The new jurisdiction has now been defined.

Basic data
D CHINA For all clients
Name CHINA & DEEN

2> Youcan change the name of the jurisdiction at any time, but once saved, the ID is write-protected and
can no longer be changed.



3.4 Defining new personalized goods lists

1. Goto Master data - Compliance — Goods lists.
2. Click the New button.

3. Onthe Basic data sheet, fill in the ID and Name fields.

Goods list - [CN Export Controls tems List] < (8/8)

Goods listnumbers ~ Goods list

Basic data
D CMN_EC_GOODSLIST Faor all clients ]
Description CN Export Controls ltems List @ DEEN

Click the globe icon to enter the name in both English and German.

YIs helpful to define the goods list and the texts of the export control numbers from the list in both
English and German, since the texts are always displayed in Export Controls in the language of the login,
which is currently limited to English and German.

If you want to enter or use the goods list and export control numbers in Chinese, you'll need to define
Chinese as an additional login language. This requires extended administrator rights and requires the
assistance of an AEB project manager or AEB Support.

4. Now you can add the Chinese export control numbers as entries to the goods list.

Goods list - [CN Export Controls ltems List] < (8/8)

Goods list numbers & A SR O)]
Goods listnumbers  Goods list
A B Filter

Search term Valid on E3 | Nov 3, 2020 X

Show more
o X3 —

Number Description * Valid from Valid to For all clients

1A234 CN Export Controls [tem Jan 1, 2020 Dec 31,2021

5. The Goods list numbers menu option also lets you import the export control numbers from a CSV file.

The format of the CSV file must have the following parameters:
Number,;Valid from;Valid to,Client-dependent;|D;Language;Description;;
1A234,2020-09-012021-12-3T;true;1A234,DE,;Beschreibung von CN Exportkontroll-Gut,EN;description of CN export controls item;

2 The parameters Language;Description; can be repeated for each of the languages configured in the

master data (Master data — For all clients — Languages).



2> When goods list numbers are used, as in a quick check, the description is displayed only in the current
login language.

6. Click the Save and close button to save the goods list. The new goods list has now been defined.

3.5 Defining new goods attributes for export control numbers

1. Go to Master data - Compliance — Goods attributes.
2. Click the New button.
3. Enter the following data on the Basic data sheet:
a) Assign an ID (technical ID of goods attribute).
b) Click the globe icon to enter the Name in both English and German.

¢) Under Possible values, select Goods list, and under Goods list, select the Chinese export controls
goods list that you defined earlier.

4. Click the Save and close button to save the goods attribute. The new goods attribute has now been
defined.

Goods attribute - [CN Export Conrols Number] O X
& o
Basic data
D CN_ECN For all clients
MName CN Export Conrols Number i DE EN
Possible values Goods list v
Goods list CN_EC_GOODSLIST ~ CN Export Controls Items List
< ® e .
o~ If you use the Export Controls Plug-In for SAP®, please note the additional steps in chapter 5.

3.6 Defining manual restrictions for license requirements for exports from China

Now you can define screening rules for the new goods attribute.

Yoof you need to define certain export control numbers in more detail (for different results depending on
the country of consignee, etc.), several manual restrictions may be required.

1. Select Export Controls = Manual restrictions.

2. Click the New button.



3. Onthe Basic data sheet, fill in the name, the results message, and the results details. For the result type,

select License required.

Manual restriction - [China Export Controls]

Basicdata = conditions = Additional conditions

Basic data

Mame China Export Controlg | Result type License required v
Superseding For all clients

Results message An export license is required for shipping from China.

Result details Please contact Mr. Cheng for the further steps und details.

/' Please note that the Results message and Results details boxes do not support multiple languages. For
this reason, use a language that will be understood by all the users who might see this text when

running export control checks.
4. Switch to the Conditions sheet. Under Goods attributes, click New.
a) Select the newly defined Goods attribute.

b) If all goods/numbers of the Chinese goods list require a license for export from China, you can enter
a wildcard (*) in the Number from and Number to fields.

Manual restriction - [China Export Controls]

Basicdata = Conditions | additional conditions

Remark

The restriction applies only if all of the following conditions apply simultaneously: ‘Finance transaction’, 'End-uses’, '‘Countries of origin', 'Countries of departure’, 'Further countries/areas’, 'Business partners’, and
'Goods attributes’. If no value is entered in a condition, it is considered to be applicable. If no country of departure is defined, for example, the restriction applies to all countries of departure. Press F1 for more
information on conditions.

Finance transaction

End-uses
Add

Goods attributes

If the manual restriction is to map an embargo for certain goods, you must use a goods attribute that is contained in each material (check item) to which the restriction is to apply (for example, material number,
customs tariff number). For details, see F1 help.

Join operation o OR AND (For details, see F1 help.)
o
Attribute Number from Number to Excluded
CN Export Conrols Number v * 83 * Q
Commodity code v 12345678 Q 99999999 Q




5. Switch to the Additional conditions sheet.
a) Under Countries of departure, click New and enter the ISO code CN.
b) Under Further countries/areas, uncheck the Check intra-country box.

c) Do not enter anything in the fields under Further countries/areas.

Manual restriction - [China Export Controls]

Basicdata  Conditions  Additional conditions

Countries of origin Countries of departure
o =
Country Country

CW | China

Further countries/areas

Relevant business partners for checking countries, country groups, and areas: "Buyer”, "End-user”, "Consignee”.

Check intra-country N Relevant business partners to check for intra-country transfer: "End-user”, "Consignee”, "Consignor”.

All ctries/areas except

@ O @ O @ O

Country Country group Area

2> With this setting, all transactions that have a Chinese export control number and are exported from

China are identified as requiring a license.



6. Click the Save and close button to save the manual restriction.

W Toreflect embargo rules under Chinese law, we recommend defining another manual restriction. Begin

by completing the Basic data sheet (see steps 1-3 above). For the result type, select Manual restriction.
Next, switch to the Additional conditions sheet. Under Countries of departure, select China again, and
under Further countries/areas, select the desired embargo countries.

Manual restriction - [China Embargo]

Basicdata Conditions Additional conditions

Countries of origin Countries of departure

@ <o @ O

Country

CN v | China

Further countries/areas

Relevant business partners for checking countries, country groups, and areas: "Buyer”, "End-user”, "Consignee”.
Check intra-country D Relevant business partners to check for intra-country transfer: "End-user”, "Consignee”, "Consignor".

All crries/areas except

o o

Country Country group Area
KP | North Korea

IR~ |lIran

SY v | Syria




3.7 Adding the Chinese jurisdiction to the compliance profile
1. Go to Administration — Compliance - Profiles, then open the relevant profile.
2. Switch to the Additional jurisdictions sheet.
a) Click the Add button, then select the newly defined China Export Controls jurisdiction.

b) Highlight the jurisdiction, and under Manual restrictions below, click Add. Apply the manual

restrictions for China.

Compliance profile - [DEFAULT for client USER] (172) =

Compliance Screening = Screening lists = Export Controls general ~ Export Controls EU | Additional jurisdictions | Compliance profile
@ Active/inactive BOM check active/inactive

Jurisdiction = Active Check BOM

UK Export Controls v

CHINA '

Manual restrictions

Name Result type Results message
China Export Controls License reguired  An export license is required for shipping from China.
China Embargo Manual restricti..  The business partner is located in an embargo country. Please contact the person in charge of export controls.

3. Click the Save and close button to save the profile. The new Chinese jurisdiction is now active.



3.8 Testing the configuration in the quick check

If you have defined the new jurisdiction step by step according to these instructions, the quick check should
produce the following result.

&Q

The quick check draws on the profile marked as default. If you're not able to run this test with the profile
that is set as the default, change from the Quick check to the Check transaction, where you can select

the profile to be used for the check.

*Quick check

Countries

Ctry of consignee AR v | Argentina Ctry of departure CN w | China
Ctry of destination BR v | Brazil Ctry of seller CN w | China
Ctry of buyer IR~ | lIran

Classification & end-use

From master data

Attribute Number
CN Export Conrols Number v 1A234 Q. Remove
Add
End-use No special end-use v
D
Check result
CHINA

L. China Export Controls: An export license is required for shipping from China.

Q China Embargo: The business partner is located in an embargo country. Please contact the person in charge of export controls.

Show check details

Yoof you have integrated Export Controls into a host system, continue by running a function test from your

host system.

10



4 Step-by-Step Instructions for License Management

In License Management you can set up and manage the licenses used in export control transactions. All
licenses are checked for their applicability and can then, if found applicable, be used to approve critical
transactions for release from export control. The approvals contain details about the license and delivery.

i With the appropriate configuration, the application can generate automatic approvals based on
individual licenses during export controls from a host system.

If you wish to add a license with a new license type, enter the license type first.

> Some license types are already maintained in License Management. The different license types make it

possible to define licenses that vary by country and to control the set of all licenses of a particular type.

> The following overview of a Chinese license is only an example. At the time of writing (end of October

2020), it is not yet known what types of Chinese licenses will be issued, nor what their precise form will

be.

41 Requirements

You'll need the right to edit the master data and compliance profiles in License Management.

> This requires the roles LM master data maintenance (I_LM_DATA_ADMINISTRATION) and Compliance

administrator (I_COMPLIANCEADMIN).

4.2 Defining new license types

1. Select License Management — License types.

2. Click the New button.

3. Inthe Basic datafield group, enter the following data:
a) Assign an ID.

b) In the Jurisdiction field, select the jurisdiction for China that you defined earlier. Under Country of
license, select the I1SO code for China (CND.

c) Enter the name of the license type in the desired language.

Please note that the name field does not support multiple languages, so be sure to use the language

most likely to be understood by all users.

4. On the rest of the sheet, mark the appropriate checkboxes to define the fields and functions you wish to

make available in licenses of this type.

Here you control how all licenses of this license type work.

n



/" For information on the meaning and functionality of individual fields, options, and menu commands,
press F1to call up the online help.

% Examples of the field group Fields and functions used by licenses of this type:

a) Marking the Items box allows you to enter data on (license) items in the licenses. This is not a good
idea for general licenses, for example.

b) Marking the ‘Valid to’ mandatory box makes the Valid to field a required field in the licenses.

Example of a license type for general licenses:

*|icense type - [CN_GEL] (12%/11)

Basic data

ID CN_GEL

Jurisdiction CHINA A Country of license CN ~ | China
Name CN General Export License

Fields and functions used by licenses of this type

Countries v Application process
Goods attributes Ld Check 'Valid from’
Items *Valid to' mandatory
Link licenses Customs code mand.

Required docs

Business partners

Company groups validity period

Mandatory partner roles

Seller ~ | Remove

Add

12



Example of a license type for individual licenses:

*License type - [CN_IEL] « 311) >

Basic data

ID CN_IEL

Jurisdiction CHINA Country of license CN v | China
Name CN Individual Export License

Fields and functions used by licenses of this type

Countries Application process

Goods attributes Check valid from’ v
Items v "valid to' mandatory v
Link licenses Customs code mand.

Required docs

Business partners

Company groups Vvalidity period

Mandatory partner roles

End-user v | Remove
Consignee ~ | Remove
Buyer ~ | Remove

Add

Y The mandatory partner roles that you define in the license type determine which business partners you
will later be required to enter in the specific license.

For this reason, be sure to define mandatory roles to match the partner types typically required in an
order or in your individual licenses.

5. Click Save & close to close the window. The new license type has now been defined.

> Assoon as you create one new license based on a license type, you can no longer modify or delete that
license type.

13



4.3 Defining new licenses

1. Goto License Management - Licenses.
2. Click on the New button and select the license type that you defined earlier.
3. Complete the data of the various field groups and sheets. The Assistant will guide you.

2> Fields that are used during the export control check to check the validity of licenses are marked with an
asterisk.

> Under Details, please note the Decrement type field when entering items. It determines whether and on
what basis (quantity, value, or both) the license is decremented when used.

4. Change the status of the entered license or activate it so that the license can be included in the
applicability check in export control transactions:

a) To activate the license, perform the steps suggested by the Assistant.

Assistant

Status
Inactive

Activate license

Only licenses with a status of ‘Active” are
considered in the export control checks.

> Alicense with the status of Activeis write-protected and can only be modified if you first set the status
to /nactive.

b) Changing a license to another status: Go to the Status menu and make a selection.

License - [China General License #01]

t to "Applied fo siness partners = Goods attri

[ Set to "Active”

Set to "Rejected”

MA
Set to "Closed"

Set to "Withdrawn"

=l e L | R ]

14



5. Click Save & close to save the license. The new license has now been defined.

License - [China General License #01]

Status ~  Logs ~ (SRR -SS I ON Assistant

License  Countries = Business partners = Goods attributes = Conditions = Customs/shipping documents | Approvals | Monitoring = Documents Status
Active

Basic information

No further entries necessary.

Type CN_GEL CN General Export Li... Technical ID 000004

Jurisdiction * CHINA Country of license CN China

Basic data

Number China General License #01 Automatic usage

Name CN/1234567890 Reference (internal)

Notification required No Currency CNY Yuan Renminbi
Valid from B3 | Aug1,2020 Valid to % =)

Description

Additional information
Order no.
Export type Contact

End-use

Excluded end-uses %

Close
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4.4 Testing the configuration in the Export Controls quick check

If you have defined the new license step by step according to these instructions, the quick check should

produce the following result.

The quick check draws on the profile marked as default. If you're not able to run this test with the profile

that is set as the default, change from the Quick check to the Check transaction, where you can select

&@r
the profile to be used for the check.
*Quick check
Countries
Ctry of consignee AR v | Argentina
Ctry of destination BR v~ | Brazil
Ctry of buyer MX v | Mexico

Classification & end-use

Attribute
CM Export Conrals Number ~
Add
End-use Mo special end-use
Check result
CHINA

Show check details

Number

14234

L. China Export Controls: An export license is required for shipping from China.

Ctry of departure CN | China

Ctry of seller CN ~ | China

From master data

Q. Remove

3]
%
&
(o) T
O -

=]l Theindividual license "China General License #01" may be applicable. Please ensure that any additional conditions mentioned in the license are met and check the specific end-use.

> f you have integrated Export Controls into a host system, continue by running a function test from your

host system.
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5 Special Instructions for Export Controls Plug-In for
SAP’

5.1 Defining the goods attribute for export control number in SAP ERP ECC 6.0

1. From the AEB Cockpit, open Customizing — Export Controls check.

2. Inthe Assignment country of plant to goods attributes table, define which goods attribute in the
material master is assigned to the Export control number field. The Export control number field is
located on the Foreign trade export sheet under Export Controls — for national jurisdiction.

3. Define the goods attribute you wish to assign to the export control number based on the country of
plant CN and the material field ID /AEB/AL_NUMBER.

Assignment country of plant to goods attributes

Ctry. of plant Material field ID Goods attribute
CH [AEB/AL_MUMBER  CM EC Mo | CM_ECNO -

> The goods attributes available for assignment to a material field ID can be managed in Trade
Compliance Management (see section 3.5 on page b).

Optional: In the Goods attribute maintained column, you can also define whether the goods attribute
should have a flag available to indicate that it has been maintained. The value selected here should have
been defined earlier in Trade Compliance Management as a goods attribute with the possible values of
Yes or No.

5.2 Using a goods attribute from another source in export controls
/7 As an alternative to the procedure described in section 5.1, you can also pass the Chinese export control
number from another SAP field of your choice in export controls.

Click the link below for an overview of available Business Add-Ins and an example of how this is implemented:

https://sap-plugins.docs.developers.aeb.com/docs/change-data-of-export-controls-check

17


https://sap-plugins.docs.developers.aeb.com/docs/change-data-of-export-controls-check

5.3 Maintaining goods attributes in Product Classification for use in export

controls

If you are running AEB Product Classification version 4.0.1, you can maintain a classification for the Chinese
export control number there. This classification is then automatically passed to the export control check by
the AEB plug-in for SAP if the following values match:

e D of the goods attribute in Trade Compliance Management
. Technical ID of classification value type in Product Classification

If the Chinese export control number in Product Classification is maintained explicitly for the country CN and
not universally for all countries, the country of plant or sales organization of an SAP document must also
match.
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